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ABSTRACT

Malware Authorship Attribution is a research field for identifying malware by comparing the author characteristics of
unknown malware with the characteristics of known malware authors. The authorship attribution method using binaries has
the advantage that it is easy to collect and analyze targeted malicious codes, but the scope of using features is limited
compared to the method using source code. This limitation has the disadvantage that accuracy decreases for a large number
of authors. This study proposes a method of ‘Defining semantic features from binaries’ and ‘Defining allowable ranges for
redundant features using the concept of survival network’ to complement the limitations in the identification of binary
authors. The proposed method defines Opcode-based graph features from binary information, and defines the allowable range
for selecting unique features for each author using the concept of a survival network. Through this, it was possible to define
the feature definition and feature selection method for each author as a single technology, and through the experiment, it
was confirmed that it was possible to derive the same level of accuracy as the source code-based analysis with an
improvement of 5.0% accuracy compared to the previous study.
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Pattern(PB)
Sub-Patterns

Pattern(PA)

Sub—Patterns
call [0x42AE1018] mov ebp, eap
mov eax, [ebp-40]
call [0x42AE101C] call eax

mov ebx, [0x42AE1010] mov ebp, esp
mov eax, [ebx] mov eax, [ebp-40]
call eax call eax

call [0x42AE1010] | call [0x42AE101C] |

Fig. 1. Some of the Sapphire Worm's snippet
patterns (PA) and variant versions (PB).
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1 |mov eax, 25h
mov X, TFFE0300h
3 |call dword ptr [X]

The system—call
‘ ‘NtCreateFile’ on Microsoft
WindowsXPwith Service Pack2

(X

Fig. 2. Consecutive commands including
Opcode’s Call command can be converted into
a function of System-call.
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APT 1 APT 10
Communtty  Communty

f—————
Unlabakad

Input 1 0.58 .15
0.04 0.48

Input 2

i

Classifier Modal
- SWM [REF]

Community
Dataction

6

AA Result

Fig. 3. System flow of the proposed framework.
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Fig. 4. There are examples of overlapping
features a and b. Suppose red is Class A, blue
is Class B, and green is Class C. The weight of
each edge is the number of times each call is
made.
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Table 1. Experiment Data

Country APT Group Number
China APT 1 133
China APT 10 100
China APT 21 51
Russia APT 29 100
China APT 30 100
China Winnti 108
North-korea Dark Hotel 100
Russia Energetic Bear 100
Usa Equation Group 100
Pakistan Gorgon Group 100
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Table 2. Classification accuracy results
according to overlapping tolerance.
APT 1 APT 10 Winnti
remove 90.50 91.26 92.56
Cos »= 0.8 91.30 92.10 92.90
Cos »= 0.85 92.10 93.26 93.70
Cos »= 0.9 92.76 93.95 94.10
Cos »= 0.95 90.50 91.26 92.56
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Table 3. Comparison of suggested methods for
author identification and prior studies

(DH : Dark Hotel, EB : Energetic Bear, EG :
Equation Group, GG Gorgon Group, -
Original, RFR : Repeated Feature Removal).

Call
APT Template Propose
Group - Cos »= 0.90
- RFR
APT1 85.70 88.52 92.75
APT10 86.90 89.48 93.95
APT21 87.73 90.02 96.55
APT29 86.52 88.94 95.75
APT30 89.23 93.27 97.33
Winnti 89.90 92.16 94.10
DH 83.55 86.34 95.50
EB 82.47 85.36 94.73
EG 80.38 83.14 91.95
GG 81.45 85.67 92.45
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Table 4. Comparison of suggested methods
and prior studies (DH Dark Hotel, EB
Energetic Bear, EG Equation Group, GG
Gorgon Group).

APT Sequence | Decompiled Propose
Group Opcode Binary Method
APT1 88.14 92.75 92.75
APT10 88.63 92.90 93.95
APT21 90.47 95.50 96.55
APT29 91.14 95.75 95.75
APT30 92.74 97.33 97.33
Winnti 89.64 94.10 94.10

DH 90.50 95.15 95.50

EB 89.38 94.33 94.73

EG 87.84 91.67 91.95

GG 88.12 91.94 92.45

(2020. 12) 1019
BE o] axnme st B4 &8sl e

A3 429 A|7te]| o] 4w3}e] Running Time
o] Aoz 10u] o4 zfol7} whrh, Az SA el

dstel AbolEgne Beaglon, Ao A
W s AL 23e G ARES vol|E
sedeh. o)t olgsle] Asjoln, &

Jrg %&s}ﬂoﬂ o e HHEst 539 4ow

=4o] AARAY +45)
Askale whgo] szee} w

el A= whely
‘/PE}‘%—‘C— 54 %% A
okatgdet. Akt WS 7|1E 54 Ao ¢ 54
9E HEe 7]€i o]-8-8t=
Opcode® 7|uke2 Tz 545 Ao}
A 54 A whist Auteld vl E
A afre] 5AS A 5 =S 58
95 Aelshs Aot Alska W Ald) Aot
A3 vaE %’S‘H 54 Al el
ohlzt 549 F5 3 4

a =
° = |
5. O/g]_‘:_ e T%k"o%f—“‘_ oflz}t sxFie 7Rk
»

i _VE

t}.

A5 xRk 22} AW W EL ]| T
3k |4 #Agtele] w= API @l wlolug] EA A
A R wde g ARE 24 59 ATE A
e g}

References
(1) D. L. Holmes, “Authorship
Attribution,” Computers and the

Humanities, wvol. 28, no. 2, pp.
87-106, Apr. 1994.
(2] S. Alrabaee, P. Shirani, M. Debbabi,
and L. Wang, “On the Feasibility of
Authorship  Attribution,”
International Symposium on

Malware



1020

Aol VIEY A Y-S o] 88 AAH A

M A ouled 543 5

o,

314 9]

Foundations and Practice of Security.
Springer, pp. 256-272, Jan. 2017.

E. Stamatatos, A survey of modern
authorship methods,”
Journal of the American Society for
information Science and Technology,
vol. 60, no. 3, pp. 538-556, Mar. 2009.
Q. Zhang, DS. Reeves, "MetaAware:

attribution

Identifying Metamorphic Malware,”
Twenty-Third Annual Computer
Security Applications Conference

IEEE, pp. 411-420, Dec. 2007.
B. Kang, S. Yerima, K. McLaughlin,

S. Sezer, “PageRank in Malware
Categorization,” Proceedings of the
2015 Conference on research in

adaptive and convergent systems,
pp.291-295, Oct. 2015.

A. Caliskan-Islam, R. Harang, A. Liu,
A. Narayanan, C. Voss, F.
Yamaguchi, “De-anonymizing Program
-mers via Code 24th
USENIX Security Symposium
Security 15, pp. 255-270, Aug. 2015.
Y. Ye, T. Li, D. Adjeroh, and S.S.

Iyengar, ‘A survey on

Stylometry,”

malware
detection using data mining techniqu
-es,” ACM Computing Surveys CSUR,
vol. 50, no. 2, pp. 1-41, Jun. 2017.

Su-jeong Kim, Ji-hee Ha,
Oh,
Malware Identification System Using
Static Based  Machine
Learning Technique,” Journal of the

Soo-hyun
and Tae-jin Lee, "A Study on

Analysis

Korea Institute of  Information
Security & Cryptology, vol. 29, no. 4,
pp. 775-784, Aug. 2019.

D. Canali, A. Lanzi, D. Balzarotti, C.
Kruegel, M. Christodorescu, E. Kirda,
‘A Quantitative Study of Accuracy in
System Call-Based Malware Detec
the 2012
International Symposium on Software

Testing and Analysis, pp. 122-132,

-tion,” Proceedings of

(10J

(11

(14)

Jul. 2012.

M. Christodorscu, S. Jha, C. Kruegel,
“Mining specifications of malicious
behavior,” Proceedings of the the 6th
joint  meeting of the FKEuropean
software engineering conference and
the ACM SIGSOFT symposium on The
foundations of software engineering,
pp. 5-14, Sep. 2007.

A. Saadatpour, RS. Wang, A. Liao, X.
Liu, T. P. Loughran, I. Albert, R.
Albert, and Structural
Analysis of a T Cell Survival Network
Identifies Novel Candidate Thera
-peutic Targets for Large Granular

“Dynamical

Lymphocyte Leukemia,” PLoS computa
-tional biology, vol. 7, no. 11, pp.
1-15, Nov. 2011.
V. Q. Marinho, G. Hirst and D. R.
Amancio, “Authorship Attribution via
network motifs identification,” In
5th
Conference on Intelligent Systems,
pp. 355-360, Oct. 2016.
B. Coen, E. Poll, A. C. Searban
“Applying Supervised Learning on
Malware  Authorship  Attribution.”
Digital Security Group Institute for
Computing and Information Sciences,

Proceedings of Brazilian

Radboud University Nijmegen, pp.
1-85, May 2019.

S. Han, C. Qubo,
‘Parameter selection

and H. Meng,
in SVM with
RBF kernel function,” In Proceedings
of World Automation Congress, pp.
1-4, Jun. 2012.



AR R 533 =514] (2020, 12) 1021

(N RF20)

g 4 % (Cheol-Hun Hwang) 3434

20199 7P AHFe]geA(FEAh)

2019~3A: 7P dutdshe] AZ Egofeta} qajzz]
(FA Rl AT wAlHY, dFAS, Zekd

A A ¥ (Gun-Yoon Shin) 334

20179 7Pt Qe e B rr]e] §3hsta(FEA
20184 7Pddigtn dutdiEd A5e 2 (T Ah
2018~&A: 7Pt z35e st whatayg

(AP 717 stss, M E= B4, 344 A, Az 4, A3A%

71 % 2 (Dong-Wook Kim) 434

20154 7Pt 7157E] g2 ()

20174 7P e dubdieks] A el et (e A

2017~"A: 7R A5e3-sta) vk

(FA)H-o}) Data Mining, 91-8*ls. Data fusion, Anomaly Detection

g % % (Myung-Mook Han) £413]¢

1980 : At Fefsh (st

19874 &g n ek A (TS A
19974 AR thahed A BFEHE (o] ghal)
1998 ~&Al: 7t A~z Eo|sta} w4

(A FEo) ARBF  QAFA%







